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IS YOUR BOILERPLATE RUSTY?
The term boilerplate typically refers to phrases or units of text used repeatedly, as in
correspondence produced by a word-processing system. In the context of this presentation, the meaning
is much broader. Changes in technology and law are such that we all must adjust the way we conduct our
daily affairs, from the form letters we use to the manner in which we communicate. Business as usual is a
thing of the past.
I.

Social Media

Ramifications of social media on coverage, claims, suits, etc.
Nothing done through social media truly is private. Everything, including but not limited to
Facebook friend lists, Facebook posts, Twitter posts, and Instagram posts, may be used as part of an
investigation into an insurance coverage claim or as part of the prosecution or defense of a lawsuit. The
next “hot” thing in social media is constantly evolving and so too must the boilerplate documents we all
have become accustomed to using when communicating with insureds and/or clients about a claim.
Educating laypersons (insureds) as to discoverability of on-line information
Electronically stored information, for the purpose of the Federal Rules of Civil Procedure
(FRCP), is information created, manipulated, communicated, stored, and best utilized in digital form,
requiring the use of computer hardware and software. It is crucial to ensure that insureds and clients are
aware that most networks back up on a regular basis, thereby creating a permanent record of online
activity. That activity may be the subject of a future discovery request.

Cautioning laypersons (insureds) about undertaking their own on-line investigations
Because everything you do online may be discoverable, it is important that insureds be instructed
not to conduct their own investigations. Correspondence to insureds on new claims/lawsuits should
contain language similar to the following: “We respectfully request that you refrain from attempting to
independently investigate this case via the internet or any social media source. If anyone contacts you
about this matter via social media or through any internet source, do not respond. They can contact the
undersigned at the address and phone number listed on the letterhead.” The rationale is simple: people
still think that emails and other online tools are informal and that they can say things “off the record.”
That could not be further from the truth. But does this form letter say enough?
Impressing upon insureds to be forthright about anything they might have said, written, or posted
on-line previously about the subject matter
Just like nothing truly is private, nothing truly is deleted either. Insured or clients may not tell
you about an email or a text exchange with a witness because the email or text chain was deleted, for
whatever reason. What they need to understand, however, is that the other party to the communications
may not have deleted the communications, or a subpoena or document request for electronically stored
information may turn up those documents.
II.

Privacy Laws

Sampling of various state privacy laws
Many states now regulate electronic and physical methods of accessing, collecting, storing, using,
transmitting, and protecting personal information of residents. Among other things, those regulations
preclude the sending of emails containing an individual's Social Security Number or financial account
number (whether in the text of an email or in an attachment). It is imperative to make sure all
communications, including boiler plate letters and claim forms, are sent in compliance with these state
laws.
Email encryption
For example, Massachusetts recently enacted 201 C.M.R. 17.00 to regulate electronic and
physical methods of accessing, collecting, storing, using, transmitting, and protecting personal
information of residents of the Commonwealth of Massachusetts. Among other things, we cannot send
emails containing an individual's Social Security Number (whether in the text of an email or in an
attachment such as a medical record or insurer pre-trial report). We are required to have a Written
Information Security Program ("WISP") to ensure compliance with the new statute. The only way to
transmit this information electronically is through an encrypted email. Email encryption can be costly
and, more importantly, it is an inconvenience.
Use of mobile devices
Advanced technology has made it so that mobile devices are used to conduct business just as
much as traditional computers. Just like computers, mobile devices should be password protected and
encrypted. Users should have to enter a password in order to use a mobile device for anything other than
answering a call. After 30 minutes of idle time, the mobile device should lock automatically and require
the use of the password to regain access. Ten failed attempts to enter a password should result in the
contents of the mobile device being wiped out and it will need to be re-programmed.
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III.

Settlement Documents

Ensure settlement documents have required language
Section 111 of the MMSEA requires liability insurers and employers (both public and private) to
electronically report to Medicare the details of settlements, judgments, awards or other payments to
Medicare recipients. At a minimum, the following steps should be taken by defense counsel to comply
with the MMSEA:











Advise clients to register online for electronic reporting with CMS' Coordinator of Benefits
Contractor ("COBC").
At the outset of all charges, lawsuits, and threatened legal actions, and well before settlement or
judgment, determine whether the plaintiff is enrolled in Medicare and, if so, if Medicare has made
conditional payments on behalf of the plaintiff.
Before finalizing and signing a settlement agreement and before making any payments, revisit
whether the claimant is enrolled in Medicare and, if so, if Medicare has made conditional
payments on behalf of the claimant which could be related to the release.
Direct clients or insurers to electronically report settlements, judgments, awards, or other
payments to Medicare beneficiaries to COBC within the applicable reporting period.
Insert appropriate language into all settlement agreements which addresses the particular facts
and circumstances of each case.
Where cases involve Medicare beneficiaries: (a) determine if the Medicare Secondary Payer
Recovery Contractor ("MSPRC") has issued conditional or final demand letters to the plaintiff for
secondary payments; (b) work with opposing counsel to appeal the MSPRC's demands for any
payments that are not related to the settlement or severance agreement; and (c) include a
procedure in the settlement agreement to ensure that Medicare is reimbursed for any secondary
payments covered by the settlement to avoid exposure to Medicare liens.
Where an insurance policy applies to the claim, follow all policies and procedures required by the
insurance carrier with respect to Section 111 reporting and Medicare liens.

Ensure that insureds and clients understand the consequences of failing to comply
Failure to comply with the MMSEA may be an expensive mistake. Late reporting can result in a
discretionary fine of $1,000 per day, per claim. Additionally, CMS, through MSPRC, can recover
conditional payments from any person who receives a portion of the payment (the beneficiary and his/her
attorney) or any person who is responsible for making the payment (the insurer, the insured, or selfinsured entity). Finally, CMS can sue for double damages (twice the lien amount) plus interest.
IV.

Boilerplate Language

Recommendations for the process of updating boilerplate documents
At a minimum, boilerplate documents should be reviewed and updated on an annual basis. When
new laws or regulations are passed in a particular state, however, it is imperative that boilerplate
documents be updated immediately to ensure compliance. Systems must be in place that clearly define
who is responsible for monitoring changes in the law and what resources that person should utilize.
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Discussion regarding pros and cons of processes that participants already have in place relating to
boilerplate documents
Many boilerplate documents are automatically computer generated. This can be helpful because
it ensures that claims are handled uniformly and the same information is conveyed in all cases. This also
can be detrimental, however, because it removes the human element from the process and increases the
risk that old, outdated or inapplicable information is conveyed to the recipient.
Discussion of updates that need to be added to boilerplate documents relating to social media
The following language (or something similar) should be added to correspondence sent to
insureds/clients:




“If you are active in social media (i.e. Facebook, Twitter, etc) it is IMPERATIVE that you
refrain from making any comments, postings, etc. about this matter, either on social media or
through any other internet source. If you have already done so, please advise the undersigned
accordingly.”
“In the event that you become aware that any person and/or party involved in making a claim
against you is commenting about this matter on social media or through any other internet
source, please also advise the undersigned accordingly.”

The importance of litigation hold letters
Today, digital means of communication predominate. Computers, whether desktop, laptop, or
handheld, are involved in almost every transaction. They have changed the way people communicate and
the way people conduct business. The handling of electronically stored information is more important
than ever. Electronic mail, instant messaging, voice over IP, text messaging, blackberries and iPhones,
virtual meeting rooms, etc. raise numerous concerns relating to discoverable information, including
storage and handling, control of content, destruction of information, and inadvertent disclosure.
Litigation hold letters are necessary to preserve this discoverable information and they should be sent as
soon as possible once litigation or the possibility of litigation becomes clear.
Sampling of litigation hold language required in various states
“This information preservation notice contains important information about your obligation to
retain documents and other information related to this matter. Please read this notice in its entirety and
comply with all instructions. At the bottom of this notice you will be asked to confirm your
understanding of and compliance with this request. Insurance Company is a party to this matter alleging
that the insured ________. As a party to this matter, Insurance Company must preserve all potentially
relevant evidence within its possession, custody or control. Accordingly, as a person with control over
potentially relevant information, we are instructing you and all applicable members of your staff to
preserve, without alteration, all information that relates in any way to this matter, including hard copy
documents, email and electronically stored data, whether maintained on your computer, in network files
under your control, or elsewhere. You should also preserve images, objects, and sound recordings that
may relate to this matter.”
“Please be aware that New York State law requires that you retain and preserve any and all
documents, electronically stored information and tangible things that are in your possession, custody or
control that relate to this matter. This includes, without limitation, all correspondence, e-mails, text
messages, recordings, notes, drawings, contracts, data files, calendars and tangible items, wherever and in
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whatever form that they may be stored. There is no obligation to collect, organize or extract information
or to create summaries. The only obligation is to retain what already exists. When in doubt, err on the
side of caution and retain the information. Any “auto delete” programs must be suspended with respect to
information that relates to this litigation. This litigation hold reminder applies immediately and should
remain in effect until the conclusion of this litigation.”
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